UBND TINH TUYEN QUANG CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Pjc 1ap - Tu do - Hanh phiic

S6: 1545 /STTTT-CNTT&BVCT Tuyén Quang, ngay ¢4 thang 11 ndam 2023
V/v 16 hong an toan thong tin anh hudng
nghiém trong trong F5 BIG-IP

Kinh gui:
- Vin phong Poan Pai biéu Quéc hdi va Hoi dong nhan dan;
- Van phong Uy ban nhan dan tinh;
- Cac s6, ban, nganh; ’
- Uy ban nhan déan céc huyén, thanh pho.

Can clr vin ban s6 1943/CATTT-NCSC ngay 01/11/2023 ctia Cuc An toan
thong tin vé viéc 16 hong an toan thong tin anh hudng nghiém trong trong F5 BIG-
IP, S& Thong tin va Truyén thong cung cdp thong tin va dua ra céc giai phap
phong, tranh khai thac 186 hong bao mat cao va nghiém trong trong F5 BIG-IP nhu
Sau.

|. Thong tin vé 16 hong anh hwéng nghiém trong trong F5 BIG - IP

Qua cOng tac gidm sat an toan thong tin trén khong gian mang, Trung tam
Giam sat an toan khong gian mang qudc gia (NCSC), Cuc An toan thong tin, ghi
nhan ma khai thac cua 16 hong CVE-2023-46747 cho phép ddi tuong tan cong
vuot qua co ché xac thuc va lam dung tinh nang Traffic Management User
Interface (TMUI) nham thuc thi ma tir xa. L6 hong CVE-2023-46747 duoc danh
gia & mirc 46 Nghiém trong, viéc ra Soat va nang cap phién ban hoic ap dung bién
phap khéc phuc thay thé can dugc thuc hién ngay lap tirc.

Thong tin chi tiet 16 héng bao mat co tai phu luc kem theo.
I1. Cac giai phap phong tranh

Nhim dam bao an toan thong tin cho hé thong thong tin ciia Quy don vi,
g6p phan bao dam an toan cho khong gian mang Viét Nam, S¢ théng tin va Truyén
thong khuyén nghi Quy don vi thuc hién:

1. Kiém tra, ra soat cac san pham F5 BIG-IP dang sir dung c6 kha ning bi
anh huong boi 16 hong trén. Thuc hién nang cap 1én phién ban méi nhat dé tranh
nguy co bi tn cong; trong truong hop chua thé nang cip can thyc hién 1am theo
huéng dan cua hing F5. (Tham khdo théng tin tai phu luc kém theo).

2. Tang cudng gidm sat va san sang phuong an xu 1y khi phat hién c6
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dAu hiéu bi khai thac, tdn cong mang; déng thoi thuong xuyén theo doi kénh canh
bao cua cic co quan chirc ning va céc to chire uy tin vé an toan thong tin dé phat
hién kip thoi cac nguy co tin cong mang.

3. Trong truong hop can thiét co thé lién hé ddu mdi hd tro cua Cuc An
toan thong tin: Trung tim Giam sat an toan khong gian mang quéc gia, dién thoai
02432091616, thu dién tir: nscs@ais.gov.vn.

Tran trong./.

Noi nhén: KT: GIA,M DQC
PHO GIAM bOC

- Nhu trén;

- Ban Giam déc s& (bao co);
- Cac don vi thudc So;

- Luu: VT, CNTT&BCVT
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Phu luc
THONG TIN VE CAC LO HONG BAO MAT
(Kém theo Cong van s6 1545ISTTTT-CNTT&BCVT ngady 04 /11 /2023
ciia 86 Thong tin va Truyén théng)

1. Thong tin cac 16 hong bao mat

- M ta: CVE-2023-46747 dugc danh gia ¢ mirc 6 Nghiém trong (Diém
CVSS: 9.8) 14 16 hong méi nhat duoc cong bd sau ban va dic biét (hotfix) cua F5
va ¢6 lién quan chat ché tdi 16 hong CVE-2022-26377. L héng méi xay ra do 15
Request Smuggling trong Apache JServ Protocol (AJP) duoc str dung boi céac thiét
bi ctia hang. Pdi tuong tan cong co thé khai thac 16 hong nay dé vuot qua co ché
xéc thuc va lam dung tinh ning Traffic Management User Interface (TMUI) nham
thuc thi ma tir xa. Thong tin k¥ thuét cua 16 hong di dugc mot sé nha nghién ctru
bao mat cong bd.

- Anh huéng: F5 BIG-IP (all modules) phién ban tir 13.1.0 dén 13.1.5, tir
14.1.0 dén 14.1.5, tir 15.1.0 dén 15.1.10, tir 16.1.0 dén 16.1.4 va 17.1.0.

2. Huéng dan khic phuc

Bién phap tot nhat dé khic phuc 16 hong bao mat noi trén 1a cap nhat 1én
phién ban méi. Trong truong hop chua thé nang cap, Quy don vi can thuc hién
theo huéng dan cuia hiang F5 (https://my.f5.com/manage/s/article/K000137353).

3. Tai liéu tham khao

https://my.f5.com/manage/s/article/K000137353
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